




3 
 

 
 

Make Available On-Site 
 
 

 
 

Provide in Advance  
 
 
Provide in Advance  
 
 
Provide in Advance  

 
 
 
 

Provide in Advance  
 
 
 
 

Provide in Advance  
 

Provide in Advance  
 

 
Provide in Advance  

 
20. Provide a copy of Registrant’s inventory identifying where and how client 

NPI is maintained or stored, including a list of all third-party systems that are 
used to store client NPI. 

 
21. Provide a copy of Registrant’s policies and procedures that address the 

following: 
a. Ensuring that unauthorized persons do not access its network 

resources and devices; 
b. Restricting user (i.e., employee, IAR, contractor/vendor, other third 

parties) access based on role or job functions (e.g., access control 
policy, acceptable use policy, administrative management of 
systems, and corporate information security policy); 

c. Updating access rights based on personnel or system changes (i.e., 
obtaining authorization to add, delete, or modify authorized user 
access to systems or applications);  

d. Obtaining manager approval of changes to access rights or controls; 
and 

e. Any ongoing review to ensure access rights continue to be 
accurately assigned. 

 
If different policies and procedures apply to remote offices, IARs, 
contractors/vendors, or other third parties please provide those policies and 
procedures. 
 

Provide in Advance 22. In reference to 21.b through 21.d, please also provide the following: 
Provide in Advance 
 

a. For establishing access rights: a list of the last ten employees or 
IARs who were hired by Registrant during the Examination Period, 
including: 

• employee/IAR name; 
• title; 
• employment hire date; 
• employment start date; 
• access rights and date access rights granted; and 
• documentation evidencing manager approval. 

Provide in Advance b. For updating access rights: (1) a list of the last ten employees or 
IARs to leave Registrant during the Examination Period and 
documentation evidencing their last date of employment and the 
date their access to Registrant’s network and systems was 
terminated and (2) a list of the last ten employees or IARs to be 
reassigned by Registrant to a new group or function during the 
Examination Period and documentation evidencing: 

• the date of employee’s/IAR’s reassignment,  
• manager approval of change in access rights including date 

manager approved change, and  
• the date employee’s/IAR’s access to Registrant’s systems 

and applications was modified. 
  
Provide in Advance 
 
 
 

23. If Registrant conducts reviews of user (i.e., employee, IAR, 
contractor/vendor, other third parties) access rights and restrictions with 
respect to role or job-specific resources within the network, provide a list of 
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effects of a cybersecurity incident and/or recovery from such an incident, if 
such a plan exists.  If Registrant maintains separate written cybersecurity 
incident response policies and procedures, please provide a copy.   
 

Provide in Advance 
 
 
 
 
Provide in Advance 
 
 

40. Provide a copy of Registrant’s policies and procedures for conducting tests 
or exercises of its incident response plan, including the frequency of such 
testing, if applicable.   
 

41. If Registrant prepares a report related to testing of its incident response plan, 
please provide a copy of the most recent report. 
 

Provide in Advance 
 
 
Provide in Advance 
 
 
 
 
 
 
Make Available On-Site 

42. Provide a list of all cybersecurity incidents or breaches that occurred during 
the Examination Period.  

a. For those cybersecurity incidents that have been resolved and 
involved unauthorized distributions of client NPI, provide a brief 
description of each incident, including the date of occurrence, date 
discovered, and a description of any remediation efforts undertaken 
in response.  

b. For those cybersecurity incidents that have been not been resolved 
and involved unauthorized distributions of client NPI, provide a brief 
description of each incident, including the date of occurrence, date 
discovered, and a description of any remediation efforts in process.  
 

 

 




